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1 2
METHOD FOR THE COMPUTER-ASSISTED Approaches are known from the prior art in which the error
ANALYSIS OF SOFTWARE SOURCE CODE messages are grouped together by code analysis methods.
This grouping is mostly very arbitrary. For example the error
PRIORITY STATEMENT messages of the C++ analysis tool PC-Lint are only rudimen-
5 tarily arranged in accordance with the problems that they
This application is the national phase under 35 U.S.C. §371 produce. In addition approaches are known in which errors in

of PCT International Application No. PCT/EP2007/060183 the software source code are divided up into technical areas.
which has an International filing date of Sep. 26, 2007, which The disadvantage of the known approaches to solutions is
designated the United States of America and which claims that, after the analysis of the software source code, a user is
priority to German Application No. 10 2006 046 203.3 which not given any simple structures which reveal which criteria
has a filing date of Sep. 29, 2006, the entire contents of which are not fulfilled by the individual programming errors.

is hereby incorporated herein by reference.

SUMMARY
FIELD OF THE INVENTION s

At least one embodiment of the invention therefore creates
At least one embodiment of the invention generally relates a method and/or a facility for computer-assisted analysis of
to a method and/or a facility for computer-assisted analysis of software source code, with which a structured categorization
software source code and/or to a corresponding computer of'the errors in the software source code is created, in a simple
program product. At least one embodiment of the invention ,, manner in order to then enable the software source code to be

deals with improving the code quality of software systems. patched rapidly on the basis of the categorization.
In accordance with the method of at least one embodiment
BACKGROUND of the invention the software source code is first analyzed

taking into account parameters comprising coding rules and/
Improving the quality of software code involves a plurality 25 or coding metrics, with errors detected in the software source

of'underlying difficulties. There are often no opportunities to code being determined as the result of the analysis. A coding
verify that the software of non-trivial large systems is correct. rulein such cases is a uniquely-defined specification which, if
In addition the large volume of source code which mostly not met, breaks the rule.
increases greatly during the lifetime of a software system By contrast a coding metric is a variable able to be deter-
makes for difficulties in the analysis of the code. 30 mined from the software source code or the executable pro-
Furthermore there is a plurality of problem points in large gram which is an indicator for certain errors contained in the
software systems, i.e. points potentially prone to errors. Often software. An example of a coding metric is the number of
there are also not enough experts available for the analysis, lines of code in software source code. Coding metrics are
assignment and resolution of manually or automatically especially dependent on the technical peripheral conditions
determined problem areas in the software source code. 35 of the computer systems used, such as storage capacities,
A further problem emerges in that software solutions now reaction times, throughput, restart options after an execution
generally have to be created and updated in very short cycles. has been stopped, options for copying in updates etc. The
Inaddition there is a plurality of explicit and implicit informal detected errors are then classified by being assigned in each
requirements as well as formal and informal peripheral con- case to at least one error class from a plurality of error classes.

ditions to be considered with software systems. Further con- 40  In order to create a simple and clearly-structured division
sideration has to be given to the fact that the development of into classes of errors, in accordance with the invention each

software involves a plurality of changing approaches to the error class is assigned a specification able to be output via a
technical implementation, such as middleware, class librar- user interface which describes the error of the respective error
ies, different programming languages and runtime environ- class. Finally those error classes which are assigned detect-
ments for example. The different implementations mostly 45 able errors are output via a user interface. The definition of
concentrate in such cases only on specific technical aspects, specifications, especially technical specifications, clearly
without taking into consideration other aspects such as ensur- determines in the categorization of errors which desired
ing the quality of the software for example. development goal was not achieved. Thus the user of the
The coding error messages currently determined with method is informed in a structured manner by the output of
static code analysis methods are as a rule largely unstructured 50 the error classes as to which specific requirements of the
and difficult to process because of the large volume of error software source code were not met, in response to which the
messages. Therefore coding errors which are known per se appropriate remedial action can be taken.
are often not corrected over many development cycles. Simi- Preferably each error class is assigned one of the following
larly the case often occurs of coding errors being wrongly programming categories:
patched or patched with insufficient quality. 55 A category relating to notation conventions;
Current approaches to solutions for improving the quality A category relating to type declarations and/or definitions;
of software source code are mostly not technical. In such A category relating to program instructions;
cases there is primarily reliance on the experience of experts A category relating to memory problems;
who attempt to completely read through the software source A category relating to software protocols;
code in a structured manner. In these cases potential sources 60 A category relating to the design and/or the architecture of
of errors are identified, pinpointed and documented by indi- the software source code;
vidual experts or in an expert team. The overall result is then A category relating to the runtime behavior in the execution
mostly available, as well as a list of the errors and potential of the software source code.
sources of errors identified, as a quality estimate in the form In this way the errors are categorized according to pro-
of'a piece of prose. In many cases this quality estimate will be 65 gramming criteria. A user is informed quickly and intuitively
supplemented by a list of improvement instructions and rec- by this method about the programming areas in which prede-

ommendations. termined requirements are not fulfilled.
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In one embodiment of the invention the error classes are
assigned to the programming categories via the detection
mechanism with which errors of an error class are identified.
In this way a clear and unique programming criterion is
created via which errors are assigned to error classes.

In an example embodiment of the invention the specifica-
tion of the respective error class includes one or more, espe-
cially all, of the following descriptions:

A description of a development goal which is to be
achieved by rectifying the errors of the corresponding
error class. The development goal is to clearly state the
reasons why it is sensible to avoid the problems sub-
sumed under this error class.

A description of the violation of the development goal
which specifies the errors in the respective error class for
which the development goal is not reached. In this
description category there is an explicit description at a
general level as to the circumstances under which the
development goal is not achieved.

A description of the reasons for missing the development
goal. Typical causes of the occurrence of problems in an
error class are identified and discussed here.

A description of the possible corrections in software source
code in order to achieve the development goal. The
measures of techniques by which the development goal
can be reached are described here.

A description of the detection mechanism, which specifies
how errors will be detected in the respective error class.
This describes how the problem described by the error
class is identified. In the event of the error classes not
being further divided into general and specific error
classes, general detection techniques are outlined in a
general error class, while for a concrete error class the
precise specifications for the presence of the violation of
acoding rule or for calculating values of a coding metric
are specified.

The individual error classes can be sorted once more in
accordance with their degree of abstraction. In particular the
error classes can be divided up in accordance with a hierar-
chical taxonomy into general, specific and concrete error
classes. To improve the overview, recognition and reproduc-
ibility of the classification, the taxonomy can be selected and
arranged in accordance with 7+-2 rules known from prior art
(see George A. Miller: The Magical Number Seven, Plus or
Minus Two; The Psychological Review, 1956, Vol. 63, Pages
81 through 97). In this way different hierarchy levels of error
classes are created, with the error classes always being more
specific and more concrete at lower hierarchy levels.

The general error classes in this case group together the
goals of each quality improvement process in any given form,
namely the avoidance of precisely those errors which are
finally able to be assigned to this general error class. They
specify the direction or the sense and purpose of the error
rectification or of the quality improvement.

By contrast specific error classes preferably group together
a set of similar coding errors. They limit the reasons and the
solution options. This makes a hierarchical structuring of the
problem classes possible. This achieves a logical structuring
of'the concrete error classes and in addition creates the option
of pre-specitying a solution direction for individual classes
for rectitying the associated problems. Concrete error classes
on the other hand are preferably allocated directly assigned
coding rules and metrics which describe localized areas or
exceeding of limit values of metrics. The errors in the con-
crete error classes are in particular assigned to solutions able
to be automated for rectifying the problems.
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The hierarchical structuring of the error classes can be
used, starting from an identified problem, i.e. a general error
class, for checking in a systematic manner what is causing the
problem. This checking could then be undertaken systemati-
cally by checking the corresponding specific and concrete
error classes.

In a further embodiment of the invention there is the further
option of filtering detected errors in accordance with pre-
specified criteria, so that the error classes displayed are
restricted to specific errors which are of interest.

In an example embodiment of the inventive method an
analysis of the detected errors is performed with, for each
error class output, a quality analysis of the error class being
output via a user interface on the basis of the errors contained
therein. The user is thus given immediate feedback pertaining
to how severe the errors contained in the software source code
in the individual error classes are. Preferably an overall analy-
sis of the quality of the software source code based on the
quality analyses of the error classes is also determined and
output via auser interface in the inventive method. In this way
a user is given an immediate overview of how the overall
quality of the software source code is to be assessed. The
quality analysis of the error classes and/or the overall quality
analysis are preferably based in this case on predetermined
metrics. With such metrics the overall quality analysis in
particular can be determined in a simple manner by summing
the metrics of the quality analyses of the error classes.

In an example embodiment of the invention, the method is
embodied such that a required quality of the software source
code is able to be entered via a user interface, with the
required quality being compared with the actual quality in
accordance with the quality analyses of the error classes
and/or the overall quality analysis and the corresponding
comparison result being output via a user interface. This
allows specific desired quality requirements determined by a
user to be pre-specified, with the method automatically taking
account of these quality requirements and outputting whether
these quality requirements will actually be fulfilled by the
software source code.

Preferably the quality analyses of the error classes and/or
of the overall quality analysis are stored in a retrievable
memory through which a quality history of different versions
of software source codes is stored in the memory. This gives
the user a very simple way of obtaining an overview as to how
the quality has changed over the different software versions
and whether the quality measures undertaken in the past have
actually led to a significant improvement in the quality of the
software. Preferably the respective actual qualities and
required qualities of the versions of the software source code
are also stored in the generated quality history.

In a further example embodiment of the invention, change
requests for the software source code are generated from the
quality analyses of the error classes and from the change
requests change notifications are created, with the changes
being assigned in a change notification to a person or to a
group of people respectively who is or are responsible for
making the changes in the change notification. In this way an
allocation of the changes to be made in the software source
code is automatically generated to the person responsible.
Preferably criteria can also be entered via a user interface,
with these criteria to be taken into account in the generation of
the change requests. Such criteria are typically adapted to
quality analyses, i.e. it has been determined manually by
experts that, because of the external circumstances, the qual-
ity is to be analyzed in a slightly different way than has been
undertaken automatically in an embodiment of the inventive
method.
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In addition, for example, priorities relating to the rectifica-
tion of the errors can be predetermined, i.e. it can be defined
which errors are preferably to be rectified. Such information
can then be included in the automatically generated change
notifications. In an example embodiment the change notifi-
cations are transferred automatically to the person or to the
group of people responsible for making the change in the
change notification. For example the change notification can
be transferred automatically as a file via e-mail to the person
responsible.

In a further embodiment of the inventive method, the
change notifications can also contain information for making
the change and/or an estimation of the effort involved in
making the changes. In such cases any given metric can be
used to define the effort, for example a cost metric which as a
result specifies the man hours which need to be used to per-
form the change.

In an example embodiment of the invention, the instruc-
tions for making the changes also contain sample solutions
for changing the software source code, with an effort involved
in executing the sample solution preferably being assigned to
each sample solution.

In a further embodiment of the inventive method the error
classes include quality error classes which categorize the
errors according to quality criteria. In particular the coding
errors can be assigned a quality model, with a way of looking
at the coding errors independent of a purely technical classi-
fication being created.

As well as the method described above, at least one
embodiment of the invention further relates to a facility for
computer-assisted analysis of software source code, compris-
ing:

A means of analysis for analyzing the software source code
taking into consideration parameters comprising coding
rules and/or coding metrics, with errors detected in the
software source code being determined by the analysis
means as the result of the analysis;

A classification means for classifying the detected errors in
that the detected errors are assigned to at least one error
class in each case from a plurality of error classes, with
each error class being assigned a specification able to be
output via the user interface which describes the error of
the respective error class;

An output means for outputting those error classes to
which detected errors are assigned via the user interface.

At least one embodiment of the invention further relates to
a computer program product with program code stored on a
machine-readable medium for executing at least one embodi-
ment of the inventive method described above when the pro-
gram is executed on a computer.

Example embodiments of the invention will be described
in detail below with reference to the enclosed figures.

BRIEF DESCRIPTION OF THE DRAWINGS

The figures are as follows:

FIG. 1 a schematic diagram of a software development
process in which an embodiment of the inventive method is
used;

FIG. 2 an embodiment of an inventive facility for com-
puter-assisted analysis of software source code.

DETAILED DESCRIPTION OF THE EXAMPLE
EMBODIMENTS

Described below is an embodiment of the inventive method
which contains the classes already mentioned above: Nota-
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6

tion conventions; Type declarations and/or definitions; Pro-
gram instructions; Memory problems; Software protocols;
Design and/or architecture; Correctness; Timing behavior.

Each of these error classes is assigned a specification in the
form of a description which contains the following categories
already mentioned above: Development goal; Violation; Rea-
sons for missing the development goal; Corrections; Detec-
tion mechanism; Effects of missing the development goal.

Given below for each of the above-mentioned error classes
is the corresponding description in accordance with descrip-
tion categories just mentioned.

1. Notation Conventions
A. Development Goal

The sources of software programs should be as legible as
possible in order to be comprehensible and maintainable. The
notation of the sources as text plays an important part here.
The notations relate in this case especially to names for sym-
bols and artifacts, to the style and to the documentation.
Names:

The required physical or virtual phenomena of an area of
application given implicitly or explicitly in the requirements
are designated systematically, uniquely and comprehensibly
for both the technical expert and the software engineer.
Style:

Each programming language defines through its syntax the
grammar, i.e. which content is to be expressed by the pro-
gramming language in which way. The syntax does not define
the form (indentations, parentheses, line breaks, format of
comments etc.) in which programs must be written. There are
also stylistic rules and nuances as to the context in which
language constructs are to be used and how, and this is inde-
pendent of whether alternate formulations are also possible as
a results of the syntax of the programming language. The
development goal in respect of the style is to use the program-
ming language from the stylistic standpoint so that the stylis-
tic rules established in the sector and found to be qualitatively
good are adhered to.

Documentation:

Above and beyond the program code, the documentation
supplies important information for understanding the soft-
ware source code. In the documentation the software devel-
oper describes decisions which go beyond the design.

B. Violation
Names:

Names or identifiers in the program code are either ambiva-
lent or do not allow a conclusion to be drawn about the
underlying phenomenon of the application domains. In addi-
tion it can often be observed that individual developers or
groups of developers establish a local vocabulary not able to
be understood by outsiders.

Style:

Both a bad choice of name and also a bad programming
style leads to a personalization of the software development,
i.e. the corresponding program text can only then be main-
tained and further developed by the original developer of the
program with justifiable economic outlay.

C. Reasons for Missing the Development Goal

Missing or linguistically non-uniform requirement speci-
fications do not define a clear vocabulary which could be
included for the naming. Thus the developers use random
designators which are neither defined nor unique.

In older programming languages the length and the struc-
ture of identifiers were restricted for reasons of lack of
resources or because of deficient compiler technology. Today
there are still after-effects of these restrictions to be found
even in the use of modern programming languages, although
there is no longer any technical need for them.
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Coding guidelines and best-possible implementation of
these guidelines are not known or are not accepted by the
software developer.

Further reasons for missing the development goal are alack
of awareness of the problem and/or a lack of overall under-
standing.

D. Correction

Specification of general naming conventions and project-
specific naming conventions. The project-specific nam-
ing conventions govern how to handle the terms of the
domains, by a glossary of important terms in the context
of the software project being specified for example.

Specification of programmer guidelines, in which format-
ting queries (indentations, parentheses etc.) are defined.
In addition the programmer guidelines describe which
language constructs are to be understood in which way
within a context.

Employee training

Execution of code checks focusing on choice of names in
the programming language.

So-called re-engineering of code sections concerned on the
basis of the name conventions and the programmer
guidelines.

E. Detection mechanism

Adherence to programmer guidelines, i.e. adherence to
stylistic requirements can generally be guaranteed in an auto-
mated manner by static code analysis tools. Adherence to
naming conventions can—for general naming conventions—
likewise be undertaken by corresponding static code analysis
tools. The semantically-correct use of names in the context of
the domains considered can only be manually ensured by
corresponding reviews.

F. Effects

The effect of the source code is disorderly and technically
poor. Non-unique identifiers cause communication problems.
This has direct effects on the maintainability of the code.

2. Type Declarations and/Definitions
A. Development Goal

In a statically-typed programming language all identifiers
are associated with those type names which best fit the con-
text in which the identifier will be used. In this sense the type
name is well chosen if no errors can occur in the use of the
identifier or also no explicit type conversions are required.

The valid range of identifiers is to be selected so that only
those types are outwardly visible which are also actually
needed.

B. Violation

A violation of the development goal exists if types are used
which are not meaningful in the context of the use of identi-
fiers. A violation of the development goal further exists if the
declaration of an identifier occurs so that the user of the
identifier (e.g. the parameter of a method) because of the type
used, knows about implementation details which from the
practical standpoint should not have been known.

C. Reasons for Missing the Development Goal

No information on this topic is given in the programming
guidelines.

Lack of understanding by the developer of general soft-
ware design aspects, such as embodiment of interfaces,
coupling and cohesion of types etc.

Lack of understanding of the type concepts of a program-
ming language, e.g. interface inheritance, implementa-
tion inheritance, abstract classes etc.

Inadequate refactoring after design changes, i.e. the newly-
created more general types as a result of a refactoring are
not updated consistently in the overall source text, i.e.
used instead of the old types.
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Requirements are not defined or known for interface defi-
nition for example. Thus types will be defined here
which must be corrected later during implementation.

D. Correction

Training of the developers with focus on software basics of
the design and in respect of the type concepts of the
respective programming language.

Improvement of the programming guidelines

Systematic execution of code reviews.

It can be worthwhile to allow violations within a sensible
framework or for specific design concepts.

E. Detection Mechanism

Errors in respect of type declarations and definitions are
determined for the control set of code analyzers or from
control metrics derived from them, e.g. from the number of
type conversions, the number of type violations etc.

F. Effects

The use of type conversion operators can—depending on
the type conversion—result in a loss of computing accuracy
and even cause a program to crash.

Disregarding the normal visibility rules for types in soft-
ware engineering results in unnecessary coupling between
individual software artifacts, which has a negative effect on
the modifiability of the software source code.

3. Program Instructions
A. Development Goal

The basic development goal is to undertake the structuring
of the source code in detail so that the usual software engi-
neering criteria are able to be fulfilled. Detailed structuring is
concerned with the following aspects:

Complexity of expressions, especially of logical and arith-

metical expressions.

Adequate use of different loop constructs.

Adequate use of different selection instructions.

Complexity of functions and methods.

An at least approximately minimal and comprehensible
sequence of instructions for implementing the required func-
tional and non-functional features should be used. In this case
the conceptional execution sequence is to be mapped in a
suitable form.

B. Violation

The coding errors of this error class are dependent on the
type of the instruction. Either the instruction contains seman-
tically-incorrect components or the instruction is at least
semantically dubious, superfluous, too complex or incom-
plete.

C. Reasons for Missing the Development Goal

The software developers do not have enough time or
enough training.
D. Correction

The instruction used by the software developer must first
be described and then encoded. A method for avoiding
instruction errors is so-called. “literate programming”. The
correction can possibly be made by the developer after train-
ing.

E. Detection Mechanism

Instruction errors are detected from the control set of the
code analyzers and control metrics derived from there, e.g.
from the number of dubious, redundant and unachievable
statements.

F. Effects

A violation of the development goal or goals can—depend-
ing on the type of violation—have a negative effect on the
correctness of the program.

Ifthere are no effects on the correctness, the violation of the
development goal produces software code which is difficult to
maintain, which once again can only be maintained and fur-
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ther developed in the first instance by the original developers
with economically justifiable outlay.
4. Memory Problems
A. Development Goal

The development goal is to be sparing in use of main
memory, i.e. only to allocate the necessary memory at a
suitable point in time and if necessary to release it in good
time. In addition it must be ensured that the main memory
space is in a consistent state at any point in time. It must
further be ensured that variables that explicitly reference
memory are in a consistent state at any given pointintime, i.e.
do not feature any undesired zero values, do not contain any
incorrect memory addresses, etc.
B. Violation.

A violation of the development goal exists if memory is
allocated in an unnecessary way and the timely release
of memory again has been forgotten.

The development goal can be further violated by improper
use of language constructs, with such language con-
structs leading to incorrect manipulations of memory
content or memory addresses. Operators which are typi-
cally used improperly are arithmetic address operations
and type conversion operators.

C. Reasons for Missing the Development Goal

Reasons are especially lack of time and training for the
software developers, as well as lack of design concepts.
D. Correction

Memory problems can be corrected by the developers
themselves, possibly after training.
E. Detection Mechanism

Memory problems can be determined from the set of rules
of'the code analyzers and control metrics derived therefrom,
e.g. from the number of dubious or incorrect statements
which change the state of the memory.
F. Effects

Errors in the administration of the memory lead to incon-
sistent states or to high memory consumption and often indi-
rectly call into question the implementation of the desired
functional and non-functional characteristics of the program,
especially the runtime stability.
5. Software Protocols
A. Development Goal

Software protocols describe the sequence in which pro-
cesses defined by programming are to be executed. An
example of a software protocol is the publication of an inter-
face protocol for example. The development goal in this case
is to take account of the software protocols in the program-
ming in such a way that the program keeps the system state
consistent. For this call sequences of procedures are defined
and these are linked to specific states and inputs. This is
especially important for example with asynchronous sys-
tems, in error situations, in the use of concurrency using
multiple simultaneously used external resources.
B. Violation

The development goal is violated if procedures are called
in a sequence or under the wrong conditions, so that an
inconsistent system state arises.
C. Reasons for Missing the Development Goal

The implicit or explicit predetermined protocols are not
taken into account. Implicit protocols are not sufficiently
known or documented.
D. Correction

Explicit protocols should be comprehensibly documented.
The developers should have been trained in the protocols
used.
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E. Detection Mechanism

The violation of software protocols can be detected by
manual reviews, the analysis of call trees with data flow
analysis or the automatic systems used. The protocols can
also be checked automatically by static and dynamic code
analysis tools.

F. Effects

A software system in an inconsistent or unstable state is
produced.

6. Design and Architecture
A. Development Goal

The primary development goal is to arrange the architec-
ture and the design of a system so that the functional and
non-functional requirements imposed on said system are ful-
filled and also expected changes and expansions of the
requirements are anticipated in the design or in the architec-
ture. As well as the product-specific and project-specific
requirements, the architecture and the design must fulfill the
software quality requirements. These requirements are espe-
cially:

Ensuring high, especially functional cohesion within a

module or a subsystem.

Ensuring little coupling between modules within a sub-

system or between subsystems.

Appropriate complexity in the sense of the methods or

types made available by a module or a subsystem.
B. Violation

Violations of the development goal exist if the defined
functional and non-functional requirements cannot be ful-
filled because of a badly-selected design or a badly-selected
architecture. A violation also exists when, although the
project-specific or product-specific requirements are ful-
filled, coupling, cohesion and complexity are not appropriate.
C. Reasons for Missing the Development Goal

Reasons are especially a lack of architecture for the soft-
ware system to be developed.

Further reasons are absence of time and control of the
implementation of the architecture or lack of resources for the
systematic restructuring of software systems.

Further reasons are unnecessary relationships within the
software system as well as the division of the system not
according to architectural criteria, such as coupling and cohe-
sion for example, but according to location or user.

A further reason is that the software system has not been
sufficiently maintained because of lack of time.

D. Correction

An architect or project leader (if no architect is available)
must be employed in the development of the software source
code.

E. Detection Mechanism

Errors in design or architecture can be determined manu-
ally or using an analysis tool (e.g. Sotograph).
F. Effects

Development and maintenance costs increase. In extreme
cases the system can no longer be maintained and has to be
rewritten.

7. Correctness
A. Development Goal

Correctness here is not understood as a solution explicitly
meeting specified requirements. Instead, from the standpoint
of the internal code quality, it is matter of identifying those
points in the code which must be incorrect regardless of the
actual requirements.

B. Violation

A violation exists if the source text obviously contains
errors which are independent of the concrete requirements.
Examples of this are switches in switch instructions which
can never be reached or unused local variables.
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C. Reasons for Missing the Development Goal

These mostly involve lack of understanding by the pro-
grammer or logical coding errors.
D. Correction

Misunderstandings can be corrected by corresponding
training of the developer. Coding errors can be corrected by
the developers themselves.

E. Detection Mechanism

There is the option of statically detecting correctness errors
if a formal description of the desired result together with the
imperative implementation is available. A discrepancy,
mostly only in subareas, can then be established. In addition
code reviews and inspections can be conducted to discover
these errors.

F. Effects

Correctness errors call into question the realization of the
implicit requirements of the software system.
8. Runtime Behavior
A. Development Goal

Software systems must carefully manage the computing
time available to them, and must do this independently of the
concrete timing behavior demanded by the specification. In
addition each software system must use the correct constructs
for the synchronization of parallel execution contexts. This
relates both to the synchronization in distributed systems and
also to the synchronization within an operating system pro-
cess. Time-dependent systems and systems with interfaces to
time-dependent systems are subject to special requirements
here.

B. Violation

A violation of the development goal occurs if the system
has inadequate synchronization mechanisms. The observed
consequences are blockages, sequence problems, pointless
operations, inefficient algorithms, inadequate response times
and lack of throughput.

C. Reasons for Missing the Development Goal

The software system was only designed, developed and
tested for one processing context. The developers of the sys-
tem have no experience with associated systems, i.e. with
systems with a number of simultaneously processed process-
ing contexts.

D. Correction

The problem can be corrected by training the employees,
by re-design of the software code or by code correction.
E. Detection Mechanism

Errors in the timing behavior can be detected by data flow
analysis using call graphs or by checking coding rules.
F. Effects

Systems with deficiencies in the timing behavior are
unstable, unreliable and have difficulties in guaranteeing the
desired response times of the desired throughput.

As well as the eight error classes described above, further
error classes can occur if necessary, which for example are
grouped together into a “Miscellaneous” category. Technol-
ogy, domain or project-specific error classes are collected
together in these categories;

FIG. 1 shows a flow diagram of a software development
process in which an embodiment of the inventive method is
embedded. The software system is present as the starting
point of the method in the form of software source code SQ.
Initially in accordance with the inventive method the software
source code is analyzed on the basis of coding rules or met-
rics, which is indicated by step 1. As a result corresponding
coding errors ER are classified, i.e. allocated to a correspond-
ing error class EC. Known static code analysis tools or other
methods such as standard test procedures can be used for the
analysis of the software code for example. The test proce-
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dures and their parameters can for example originate from the
last iteration of the project, i.e. the last software version. In
this case the coding rules or metrics are adapted according to
predetermined requirements.

After the creation of the corresponding error classes, in a
step 2, an overall analysis of the quality of the selected param-
eter set of the test procedures is undertaken by experts. The
limit values are selected as a function of domains, architec-
ture and software technology. In step 201 a check is then
performed as to whether the error classes which are deter-
mined automatically with the inventive method coincide with
the overall analysis undertaken by experts in step 2. Should
this not be the case (N=No), an expansion and adaptation of
the coding rules and coding metrics is undertaken in step 3.
This process incorporates manual rules MR and experience E.
A set of rules R adapted in this way is then incorporated into
the method in accordance with the invention, with the corre-
sponding errors ER and error classes then being determined
again in step 1 in accordance with the adapted rule set. Steps
1,2, 201 and 3 are repeated until such time as it is established
in step 201 that result of the experts coincides with the auto-
mated result determined by the inventive method. In this case
(Y=Yes) the method jumps to step 4.

In step 4 the quality goals are agreed or adapted with those
responsible (subproject leaders or their quality assurance rep-
resentatives). In this case quality goals to be achieved are
agreed in particular or quality goals already defined are
adapted.

In step 5 the actual quality of the software source code is
compared to the required quality. In accordance with step 6 an
analysis result is then output, which, for the present software
source code version contains the comparison of required
quality and actual quality. The analysis is stored in step 7 in a
memory in which the quality history of previous software
source code versions is stored.

Finally, in step 8 amanual check is made on the result of the
analysis, with possible changes being made in respect of
change requests generated in the next step. This analysis is
also called “code quality control”. In this case the code is
checked once more and possible adaptations of the quality
analyses are undertaken or priorities defined in respect of
changes to be made.

Finally, in step 9 the change requests are generated auto-
matically and the change notifications to the appropriate per-
sons responsible are generated automatically, possibly with a
suggested solution and a cost estimate. Suggested solutions,
especially sample solutions, are taken in such cases from a
solution database LB.

Finally in step 10 the changes transferred in accordance
with the change notifications are incorporated into the soft-
ware source code and finally integrated in step 11. As a result
anew version of the software system is finally obtained in step
12 with new software source code SQ. The new source code
is then included again in step 1 of the method for new testing
of the new version.

The previous steps 10 to 12 are standard steps of a software
creation process. The execution of the previously illustrated
steps 2 to 9 on the other hand is based quite essentially on the
error classification developed in accordance with an embodi-
ment of the invention. In particular the error classification
allows:

The definition of targets at a general, abstract level, which
is predetermined by the classification and which is
suited to being understood by subproject leaders or those
responsible for quality assurance.

The systematic overall assessment of the software source
code in a manner enabling information to be provided as
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to which technical problem areas are to be assessed as
quite especially good or quite especially bad. This
aggregation, which automatically accompanies the
assessment of the software quality also makes the plan-
ning of measures significantly easier.

Easier comparison of required quality and actual quality of
the software source code considered, since comparison
does not have to be made at the level of individual
metrics but can be defined systematically at higher level
by the corresponding classification.

The generation of change notifications to those respon-
sible, because possible suggested solutions can already
be assigned quite generally to a class of problem and do
not have to be assigned to the individual metric or the
individual rules.

The embodiment of the inventive method just described
allows an automated improvement of the quality of a software
source code by way of explicit handling of errors contained in
the software source code. In this case different error classes
are predetermined, and these error classes are assigned detec-
tion mechanisms for detection of errors. The software source
code is tested by way of the detection mechanisms and errors
detected during this process are assigned to an error class.
Inventively different types of error contained in the software
source code can be systematically and efficiently detected and
handled. By its increased degree of automation and its ability
to focus on the critical technical aspect, the method signifi-
cantly reduces the effort for controlling the software code
quality. It forms a bridge from the error detection methods of
classical code analysis to explicit improvement measures
which efficiently improve the quality of the code.

FIG. 2 shows an example embodiment of a facility with
which the inventive method can be implemented. The facility
includes user interfaces which are grouped into a presentation
layer PL. Examples of such user interfaces, with which the
results of an embodiment of the inventive method are dis-
played, are laptops P, a workstation WS and also a printer P.
The user interfaces interact with different modules which are
grouped into an application layer AL.

In this case a module M1 is provided which represents a
report generator. This module delivers as its result the change
notifications generated in accordance with the invention. In
addition an interaction module M2 is provided which repre-
sents the interface to the presentation layer PL. The actual
inventive method, i.e. the classification of the errors, is under-
taken in the module M3, which represents an analyzer.

In module M5 comparison is made between the determined
required quality and the actual quality. In addition a statistics
module M7 is provided which conducts statistical analysis in
relation to the errors found. Furthermore a data interface is
provided as module M6 which represents an interface through
to the data layer DL explained below. In addition a control
unit is provided as the central module M4 in the application
layer AL which controls the interaction between the other
modules.

The data layer DL contains the data processed or created in
the inventive method. Three data records D1, D2 and D3 are
specified as examples. In the embodiment described here the
data record D1 is a CM-system (CM=Configuration Manage-
ment) which is a project-specific data system for managing
the software project concerned. Furthermore a method man-
agement is provided as data record D2 which manages the
methods of classification and error detection. This data record
is organization-specific but cross-project. Furthermore the
quality history D3 of the earlier software versions is con-
tained in the data layer DL. The quality history D3 is cross-
organizational and cross-project.

Example embodiments being thus described, it will be
obvious that the same may be varied in many ways. Such
variations are not to be regarded as a departure from the spirit
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and scope of the present invention, and all such modifications
as would be obvious to one skilled in the art are intended to be
included within the scope of the following claims.

The invention claimed is:

1. A method for computer-assisted analysis of software

source code, the method comprising:

analyzing, by a computer processor, the software source
code, taking into account parameters including at least
one of coding rules and coding metrics, with errors
detected in the software source code being determined
as a result of the analyzing; and

classifying, by the computer processor, the detected errors
by assigning each ofthe detected errors respectively to at
least one error class from a plurality of error classes,
with each error class being assigned a specification, the
specification for each error class describing the error of
the respective error class, the plurality of error classes
including,

a class relating to notation conventions,

a class relating to a type of at least one of declarations and
definitions,

a class relating to program instructions,

a class relating to memory problems,

a class relating to software protocols,

a class relating to at least one of design and architecture of
the software source code,

a class relating to the correctness of the software source
code, and

a class relating to the timing behavior in the execution of
the software source code;

outputting the error classes to which detectable errors are
assigned via the user interface,

wherein the specification includes,

a description of a development goal to be achieved by
rectifying the error of the corresponding error class,

a description of a violation of the development goal which
specifies the error type in the respective error class for
which the development goal is not reached,

a description of the reasons for missing the development
goal,

a description of the possible corrections needed in the
software source code in order to achieve the develop-
ment goal,

a description of the detection mechanisms which specifies
how errors in the respective error class will be detected,
and

a description of the effects of missing the development
goal.

2. The method as claimed in claim 1, wherein,

the class relating to notation conventions takes into account
names for symbols and artifacts, style of programming
language, and documentation about the software source
code,

the class relating to the type of at least one of declarations
and definitions takes into account identifiers and the
context in which the identifiers are used,

the class relating to program instructions takes into account
complexity of expression within the software source
code,

the class relating to memory problems takes into account
allocation and release of memory resources,

the class relating to software protocols takes into account a
sequence in which processes are defined,

the class relating to at least one of design and architecture
of the software source code takes into account product-
specific requirements,
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the class relating to the correctness of the software source
code takes into account parts of the software source code
which are incorrect, and
the class relating to the timing behavior in the execution of
the software source code takes into account synchroni-
zation mechanisms.
3. A method for computer-assisted analysis of software
source code, the method comprising:
analyzing, by a computer processor, the software source
code, taking into account parameters including at least
one of coding rules and coding metrics, with errors
detected in the software source code being determined
as a result of the analyzing;
classifying, by the computer processor, the detected errors
by assigning each ofthe detected errors respectively to at
least one error class from a plurality of error classes,
with each error class being assigned a specification, the
specification for each error class describing the error of
the respective error class, the plurality of error classes
including,
a class relating to notation conventions,
aclass relating to a type of at least one of declarations and
definitions,
a class relating to program instructions,
a class relating to memory problems,
a class relating to software protocols,
aclass relating to at least one of design and architecture of
the software source code,
a class relating to the correctness of the software source
code, and
a class relating to the timing behavior in the execution of
the software source code;
outputting the error classes to which detectable errors are
assigned via the user interface, wherein,
the class relating to notation conventions takes into account
names for symbols and artifacts, style of programming
language, and documentation about the software source
code,
the class relating to the type of at least one of declarations
and definitions takes into account identifiers and the
context in which the identifiers are used,
the class relating to program instructions takes into account
complexity of expression within the software source
code,
the class relating to memory problems takes into account
allocation and release of memory resources,
the class relating to software protocols takes into account a
sequence in which processes are defined,
the class relating to at least one of design and architecture
of the software source code takes into account product-
specific requirements,
the class relating to the correctness of the software source
code takes into account parts of the software source code
which are incorrect, and
the class relating to the timing behavior in the execution of
the software source code takes into account synchroni-
zation mechanisms.
4. A system for computer-assisted analysis of software
source code, comprising:
a non-transitory computer readable medium including
executable instructions, and
at least one processor configured to execute the executable
instructions to,
analyze the software source, taking into consideration
parameters comprising at least one of coding roles
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and coding metrics, with errors detected in the soft-
ware source code being determined as a result of the
analysis, and

classify the detected errors, the detected errors being
assigned to at least one error class in each case from a
plurality of error classes, with the specification of
each error class describing the error of the respective
error class, the plurality of error classes including,

a class relating to notation conventions,

aclass relating to a type of at least one of declarations
and definitions,

a class relating to program instructions,

a class relating to memory problems,

a class relating to software protocols,

a class relating to at least one of design and architec-
ture of the software source code,

a class relating to the correctness of the software
source code, and

a class relating to the timing behavior in the execution
of the software source code,

the specification including,

a description of a development goal to be achieved by
rectifying the error of the corresponding error class,

a description of a violation of the development goal
which specifies the error type in the respective error
class for which the development goal is not reached,

adescription of the reasons for missing the development
goal,

a description of the possible corrections needed in the
software source code in order to achieve the develop-
ment goal,

a description of the detection mechanisms which speci-
fies how errors in the respective error class will be
detected, and

a description of the effects of missing the development
goal, and

perform quality analyses for the plurality of error classes
based on the detected errors, the quality analyses indi-
cating a severity of detected errors in the plurality of
error classes, and

output the error classes to which detected errors are
assigned and the quality analyses via the user interface.

5. The system as claimed in claim 4, wherein,

the class relating to notation conventions takes into account
names for symbols and artifacts, style of programming
language, and documentation about the software source
code,

the class relating to the type of at least one of declarations
and definitions takes into account identifiers and the
context in which the identifiers are used,

the class relating to program instructions takes into account
complexity of expression within the software source
code,

the class relating to memory problems takes into account
allocation and release of memory resources,

the class relating to software protocols takes into account a
sequence in which processes are defined,

the class relating to at least one of design and architecture
of the software source code takes into account product-
specific requirements,

the class relating to the correctness of the software source
code takes into account parts of the software source code
which are incorrect, and

the class relating to the timing behavior in the execution of
the software source code takes into account synchroni-
zation mechanisms.

#* #* #* #* #*



